SAYRE AREA SCHOOL DISTRICT TECHNOLOGY TIPS
ABACA SPAM BASICS

SASD uses a product called Abaca to filter out unneeded email (commonly called SPAM). This
handout describes how to use our Abaca filtering system.

Please note that you only receive an email from Abaca when there is a good chance that 1 or
more emails may NOT be SPAM. So — many days you will not receive any emails from
Abaca.

What Does the Abaca Protect Us From?

Email SPAM (unwanted emails).

Email Viruses.

Image SPAM (unwanted emails sent as images or PDFs).
Denial of Service Attacks.

Anti-Phishing.

Here’s a sample SPAM email:

nvest_smart- - Message (Plain Tex
File Edt vew [nsert Format  Tools  Actons  Help
«Reply  gReplyto Al | Forward | 4 4| v | B

Fromi  Kingman [Kostadinovicoro@kss.org]
Toi Rick Rava

Ce:

Subject; invest_smart-11777

Attachments: | invost_smart-11777.pdf (6 KB)

How Can | Block an Inappropriate Email?
In some few cases, an inappropriate email may get through.

Just click on the forward button and send the inappropriate email to:

spam@abaca.com
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=" Step 2: Click on Forward

Ca

Subject: Uhmopmvsxrnr mxrmmg*mwn’rom the \WWAN, tybersecurity

Click on Forward, enter the spam@abaca.com email address and click on send

Document Author: Rick Rava

Page 2

X:\2009Tech\TechTips\MSOutlook\Abaca SPAM Basics.docx

Revised: 7/9/2010


mailto:spam@abaca.com

FW: Uplogix Update: VSAT for maritime, news from the W

u ) M & 2

0a)
y Message Insert Option: .
g Step 3: Enter
3o . ., Spam@abaca.com d

Attach
File

L
-

Clhipboard [ Names

To... | |soam@abaca. com; |
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Subject: IFW: Uplogix Update: VSAT for maritime, news from the WAN, cybersecurity

How Can | Check to See Which Emails are Blocked by
Abaca?

Please note that you only receive an email from Abaca when there is a good chance that 1 or
more emails may NOT be SPAM. So — many days you will not receive any emails from
Abaca.

»  Open your email that is itled “/Abaca EPG Report for 08/07/2008: 5280 messages

. Within this email, you can release any blocked messages directly to your
Inbox (for more options — you can access the quarantine area which will be covered later

in this document).

Here’s a sample message from Abaca that you will receive in your Outlook inbox (each day):

fw I e G0 Jeeh A0 tiee  Adobe 0¥

Mirw ¢ 5 X ebeew ahewte sl et BT Ahedtepee < 8 W * -y Ll Y - .
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In this example, the first email message is not SPAM — | need this email. Just Click on the
Release link.

IMPORTANT: By clicking on the Release link — this allows the blocked email to be delivered

and trains the Abaca device that this type of email is not SPAM.
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Who Is Responsible For Maintaining Quarantined
Messages?

e Each user will be responsible for maintaining your own personal quarantined messages.

e User quarantines will only hold the last 14 days worth of email messages. Messages
older than 14 days will be automatically purged, and will not be recoverable.

e Please check your quarantine regularly (at least daily) for any “false positive” messages —
it is simple to manage, and only takes a few minutes to.  Messages within the
quarantine will be sorted from top to bottom with the top most messages being more
likely to be false positives.

IMPORTANT: Each user does not have to delete the SPAM messages that Abaca detects —

Abaca will automatically delete the messages once they are over 14 days old.

How Can | Check All of my Abaca Quarantined Messages?

Start up Internet Explorer

Type spam.sayresd.org in the URL address

g"’\ = VO e . swmesd vt Sioolixifoeoer

Me E2 Yo fowtm  took  teb

& B Douweem ] | .

A = —§ - =
Abaca Email Protection Gateway
n
Entar emad acdress or personal alas l
feavwgier jos 10eQeime ‘n’V:.f-.’”]'\..a..A'"""f\
DABACA

Type in your email address (see the following example):
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Abaca Email Protection Gateway

7

Enter email address or personal alias: Irrava@saymd.ocg
Example joe.doe$acme.com or jdoeBacme.com

| View Quarantine |

DABACA

Copynright © Z005-2008 Abaca Technology Conporation. All rights reserved.

Click on View Quarantine

Abaca Email Protection Gateway

all address or personal alias: |trm@sayres:

Example: joe.d

The server spam sayresd.org at EPG_Quarantine requires a

usarname and

Warning: This sarver is requesting that your usermame and
password be sent in an insecure manner (basic authentication

wWRhout & secure

Connect ho spam.sayresdong

Copyright jerve
R USar name: révwvo _'_I
Passywordl loooooool
I Remember iy password
Enter your User name and Password
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